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TOM TAT

Trong bai bdo nay ching toi tap trung nghién cu céng nghé mang dinh nghia bang phan mém (Software
Defined Network - SDN) va kha n&dng trng dung ctia né. SDN duoc xay dwng dwa trén mét kién trdc linh hoat, dé
quan ly, hiéu suét cao va thich nghi tét. Cong nghé nay ly twéng cho cac (rng dung doi héi béng théng cao va can sw
linh hoat. Tuy nhién, né ciling dat ra nhitng thach thirc trong viéc ddm béo an ninh va an toan di liéu. D& hiéu ré hon
v& SDN, chuing t6i nghién ctvu cac dic diém, wu diém, nhuoc diém cla mang, sau dé so sanh mang SDN véi mang
truyén théng. Tiép theo, chung tdi thdo luan vé cac méi de doa bdo mat ma mang SDN gadp phai va cac kj thuat c6
thé sir dung dé ngan chan va giam thiéu rii ro cho mang. D& xem xét kha nang (rng dung trong thuc t&, nhém da cai
dat thtr nghiém xay dwng mang SDN trén trén phan mém Mininet va Onos d& cé cai nhin tdng quat hon vé& cong
nghé mang SDN va céc 16 héng trong bao mat trong mang.

T& khéa: Mang dinh nghia bang phadn mém, SDN.
Research on Security of Software-definednetworking (SDN) and Application

ABSTRACT

In this article, we focus on software-defined networking (SDN) technology. SDN is a flexible, manageable, high-
performance, and adaptable architecture. SDN has shown its potentials for application that require high bandwidth
and flexibility. However, it also poses challenges in terms of data security. To better understand SDN, we study the
characteristics, advantages and disadvantages of SDN, compare it with traditional network. Next, we discuss the
security threats in a SDN-based network. We also present some techniques that can be used to prevent and mitigate
the risks to the network. Along with theory about SDN, we implement a demo SDN system using Mininet and Onos.
This virtual system is simple but it shows all the advantage and disadvantage of a typical software-defined network.

Keywords: Software Defined Network, SDN.

L DAT VA/N Dﬁ cau vé nghiép vu ngay cang phtc tap ctia cac
T doanh nghiép va mtc d6 da dang vé ting dung
Mang Internet ra doi da tao nén mot cudc dang ngay cang gia tang, nhu cdu khac nhau

cach mang trong cong nghé thong tin. N6 giup  clia ngudi dung vé mang két n6i. Mang can phai

moi su giao tiép va trao d6i kién thic, thong tin
ctia con nguoi tré nén dé dang hon tao nén tang
cho nén kinh t& tri thiic hién nay. Tuy nhién,
kién tric mang truyén thong da khong hé c6 su
thay d6i trong nhiéu nam qua va dang ngay
cang tré nén khéng phu hgp véi nhu cidu kinh
doanh cua cic doanh nghiép, cac nha khai thac
mang ciing nhu ngudi dung cudi. Hién nay nhu
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dap ting viéc thay d6i nhanh chéng cac thong sé
vé d6 tré, bang théng, dinh tuyén, bao mat,..
theo yéu cau cua cac ting dung.

Hé théng mang truyén théng con phiic tap,
chua déng nht, kh6 mé rong, con phu thuodc
nhiéu vao cac nha cung cap thiét bi, chi phi cao
ciing v6i nhiéu nguy co vé an toan trong bao
mat. Cac khé khan va phitc tap trong viéc tich
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hdp cac giai phap bdo mat hé théng mang 13 mot
vin dé quan trong hang dau. Trudc nhiing bat
cap con toén tai hién nay thi cong nghé mang
dinh nghia biang phian mém dudc dua ra bdi
Cisco Inc, White paper (2013) (SDN - Software
Defined Network) 12 mot gidi phap cho cong
nghé mang hién nay.

Cong nghé SDN 1a kién tric linh hoat, dé
quan 1y, hiéu suit cao va thich nghi t6t, khién
cong nghé nay ly tudng cho céc ting dung doi hdi
bang théng cao va can su linh hoat hién nay,
doéng thoi né ciing dat ra nhiing thach thic
trong viéc ddm bdo an ninh va an toan di liéu
trong tuong lai.

Cong nghé SDN la cong nghé con kha méi
hién nay nhung da dugc nhiéu cong ty va tap
doan 16n chu trong phat trién, tit d6 ta thay SDN
13 mo6t tAm nhin caa kién tric mang trong tuong
lai, v6i giao thiic OpenFlow 1a thanh phan chinh
va la c6t 161 cta viéc phat trién mang SDN.

Pé ap dung duge linh hoat, hiéu qua cong
nghé mang méi trén, cAn hiéu dugc ciu tric
cling nhu hoat ddng ctia giao thiic OpenFlow va
hé théng mang SDN, ti d6 dua ra gidi phap
thiét k& van hanh ciing nhu khéc phuc 13, cac 16
héng trong hé théng mang SDN; dua ra dudc loi
ich, uu nhuge diém cua hé théng mang SDN,
nhiing thuan loi va khé khan khi trién khai
mang SDN. Tu dé dua ra duge cac diém yéu,
diém nhay cam dé bi tin cong trong mang SDN.
Thay duge méi nguy hiém trong mang va cach
thtc t4n cong cta hacker tit d6 dua ra giai phap
phong chéng trong mang.

2. PHUGNG PHAP NGHIEN CUU
2.1. Cong nghé mang SDN

Hién nay c6 rat nhiéu dinh nghia vé mang
SDN nhung theo ONF (Open Networking
Foundation - mét t6 chiic phi 1gi nhuan dang hd
trg viéc phat trién SDN théng qua viéc nghién
ctiu cac tiéu chuéin mé phu hgp) thi mang SDN
duge dinh nghia nhu sau: “Mang dinh nghia
bing phan mém hay Sofware Defined Network
(SDN) 1a mét kiéu kién tric mang méi, nang
dong, dé quan 1y, chi phi hidu qua, dé thich nghi
va rat phit hop v6i nhu cdu mang ngay cang ting
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hién nay. Kién tric nay phéan tach phan diéu
khién mang (Control Plane) va chiic ning van
chuyén di liéu (Forwarding Plane hay Data
Plane), diéu nay cho phép viéc diéu khién mang
c6 thé 1ap trinh duge dé dang va co sé ha ting
mang ddc 1ap véi cac tng dung va dich vu mang”.

2.1.1. Y tuéng mang SDN

Trong mang truyén théng, cac thiét bi
mang déng cd vai trd logic trong dinh tuyén,
diéu khién hoat dong ctia mang 1an chuyén tiép
stream cac géi tin, dit liéu. Méi thiét bi déu c6 ca
hai chtic nang nay. Do d6, khi cAu hinh mo6t hé
théng mang nhiéu thanh phan, quan tri vién
phai cdu hinh tht céng ting thiét bi bang tay va
cac thiét bi khong hé cé sy lién hé véi nhau vé
mat quan tri. Do dé viéc cdu hinh, van hanh tré
nén dic biét khé khin, cac thiét bi hoan toan
doc lap do d6 chi c6 thé thay d6i cu hinh trén
ting thiét bi th cong moét cach tuan tu.

Cong nghé mang dudc dinh nghia bing
phan mém (Software-defined network - SDN) 1a
mot cach tiép can theo huéng dién todn dam
may, tic 1a tap trung héa viéc quan tri thiét bi
mang, giam thiéu cong viéc riéng 18, t6n nhiéu
thoi gian trén ting thiét bi cu thé, tao diéu kién
thuan lgi cho viéc quan ly mang va cho phép cau
hinh mang hiéu qua bang cac chuong trinh dudc
lap trinh dé cai thién hiéu sudt va tang cudng
kha nang giam sat mang. SDN nhdm muc tiéu
gidi quyét van dé kién trdc tinh, phi tap trung,
phtic tap ciia cAc mang truyén théng khéng phu
hop véi yéu ciu vé tinh linh hoat va xt 1y su c6
dé dang ctia cac hé thong mang hién tai
(Hinh 1).

C6 thé thay su khac biét co ban gita mang
truyén théng va mang SDN la:

- Phan diéu khién va phan van chuyén di
liéu trén mang truyén théng déu dugc tich hgp
trong thiét bi mang trong khi mang SDN, phan
diéu khién dudc tach riéng khéi thiét bi mang
va dude chuyén dén mot thiét bi dude goi 1a bo
diéu khién SDN.

- Phan thu thap va xt 1y cac théng tin: Déi
v6i mang truyén théng, phan nay dugdc thuc
hién & tat ca cic phin ti trong mang con trong
mang SDN, phan nay dudc tap trung xu ly 6 bod
diéu khién SDN.
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Ghi chi: Traditional Network Architecture: Kién tric mang truyén théng; Distributed Control Plane: diéu khién
phan tian; SDN Architecture: Kién triic mang SDN; Centralized Control Plane: diéu khién tap trung; Control
Plane: phan diéu khién; Data Plane: phan van chuyén di liéu.

Hinh 1. So sanh kié&n triic mang truyén théng va mang SDN

- Mang truyén théng khéng thé duge lap khién (Control Layer) va 16p ha tang

trinh béi cac ting dung. Cac thiét bi mang phai
dugc cadu hinh mot cach riéng 1é va tha cong.
Trong khi d6i v6i mang SDN, mang c6 thé lap
trinh béi cac tung dung, bé diéu khién SDN c6
thé tuong tac dén tit ca cac thiét bi trong mang.

Phan diéu khién dudc tach roi va dude tap
trung & bd diéu khién SDN. Diéu nay c6 nghia
12 cac thiét bi mang & 16p thiét bi phan cting
khoéng can phai hiéu va xt 1y cac giao thitc phiic
tap ma chung chi nhan va van chuyén di liéu
theo mot duong nao d6 duéi su chi huy cta bd
diéu khién SDN. Dya vao b diéu khién SDN
ma cac nha khai thac va quan tri mang c6 thé
lap trinh c&u hinh trén d6 thay vi phai thuc
hién thu cong hang ngan cau lénh c4u hinh trén
cac thiét bi riéng 1é. Piéu nay gidp trién khai
cac tng dung mdéi va cac dich vu mang mot cach
nhanh chéng.

2.1.2. Kién tric mang SDN

Vé co ban kién tric cia SDN bao gém ba
16p: 16p ting dung (Appication Layer), 16p diéu
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(Infrastructure Layer).

Lép ting dung chtia cac ting dung hodc cac
chtic nang mang dién hinh ma céc t6 chtc st
dung nhu cac hé théng phat hién xam nhap, can
bing tai hoidc tuong lta. Piéu nay khac véi mot
mang truyén thong, véi kién tric mang truyén
théng, dé thuc hién cac chiic ning nay, mang sé
can st dung mot thiét bi chuyén dung, nhu
tuong ltia hoac thiét bi can bing tai riéng biét.
Trong khi v6i SDN cac thiét bi nay sé& dugc thay
thé bang mot ting dung phan mém st dung bo
diéu khién dé quan ly xu ly dit ligu.

Lép diéu khién dai dién cho phdn mém diéu
khién SDN tap trung. N6 hoat dong nhu bd nio
cta mang. Bo diéu khién ndm trén mét may cha
va quan Iy cac chinh sach va luéng luu lugng
trén toan mang.

Lép ha tang bao gbém cac thiét bi chuyén
mach vat 1y trong mang. Thiét bi chuyén mach
nhan chi thi va quy tic dinh huéng khi can thiét
tit bo diéu khién. Cac chuyén mach nay sé cung
cap cho bd diéu khién théng tin vé luu lugng ma
né xu ly.
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APPLICATION LAYER

CONTROL LAYER

INFRASTRUCTURE
LAYER

Ghi chu: Appication Layer: Ldp ting dung; Control Layer: Lép diéu khién; Infrastructure Layer: Lop ha tang.

Hinh 2. Kién trac phan ting mang SDN

Khi nhéc d&n SDN, ching ta can dé cap dén
OpenFlow, thuc chat thi OpenFlow chinh 1a mot
giao thtc chinh trong SDN, cho phép giao tiép
gitta 16p ha tdng va 16p diéu khién. Trén thuc t&
c6 rat nhiéu cac giao thiic khac ton tai, nhung
OpenFlow van tuong d6i phé bién vi 1i do lich st
va la tiéu chudn dau tién cho cac giao dién lap
trinh tGng dung API cau nam (southbound API)
(Hinh 2).

Nhu hinh 2 da chi ra, mang SDN gém ba
tang, ba tang nay giao tiép v6i nhau bing cach
st dung cac giao dién lap trinh Gng dung API
(northbound API) va
(southbound API). Cac phan mém tang tng

cau béc cAu nam
dung giao tiép véi 16p diéu khién théng qua
northbound API, 16p diéu khién va cac thiét bi
chuyén mach (thudc 16p ha tdng) giao tiép thong
qua southbound API. Southbound API st dung
giao thic OpenFlow, northbound API chua c6
tiéu chuén chung.

2.1.3. Uu diém mang SDN

Kha n#ng lap trinh cho mang: SDN cho
phép kiém soat hanh vi mang bang phin mém
nam ngoai cac thiét bi cung cap két noi vat ly
cta mang. Do d6, cac nha khai thac mang c6 thé
lap trinh, diéu chinh hanh vi cia cic mang dé
hd trg cac dich vu méi va hd trg khach hang ca

nhan mot cach d& dang (Sama & cs., 2015).
Bang cach tach phan cting khéi phan mém, cac
nha khai thac c6 thé giéi thiéu cac dich vu méi
nhanh chéng, khéng bi rang budc bdi cac nén
tang déng va doc quyén cua nha cung cip thiét
bi mang.

Tap trung vao su kiém soat théng minh:
SDN duge xay dung trén cic cdu tric lién két
mang tap trung logic, cho phép kiém soat va
quan ly théng minh tai nguyén mang. Phuong
phap diéu khién mang truyén théng 1a phuong
phap phan tan trong d6 cac thiét bi hoat dong
doc lap v6i nhan thtc han ché& vé trang thai
chung cta toan mang. Do d6, mdi thiét bi sé
khéng thé téi uu duge hiéu niang dua trén trang
thai chung ma chi c6 thé hoat déng riéng biét
din t6i kha ning lam gidm hiéu nang chung cua
toan mang. SDN cung cip kha ning diéu khién
tap trung, quan ly bang thong, khoéi phuc, bao
mat va do d6 c6 thé xdy dung cac chinh sach
thong minh, t6i uu va c6 td chic dya trén trang
thai toan dién cia mang.

Truu tugng héa mang: Cac dich vu va dng
dung chay trén cong nghé SDN dugc trtiu tugng
héa tit cAc cong nghé va phan cling cd ban cung
c&p két ndi vat 1y ti bo diéu khién mang. Cac
tng dung sé tuong tac v6i mang théng qua céac
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API, thay vi cic giao dién quan ly dudc két hop
chat ché véi phan ctng.

Kién tric SDN mé ra mot ky nguyén méi
cla su c6i md, cho phép kha ning tuong tac ctua
nhiéu nha cung cip ciing nhu thic ddy mot hé
sinh thai trung 1ap véi nha cung cap. Su cdi mb
dén tu chinh cach tiép can SDN. Cac API md hé
trg mot loat cac ting dung, bao gdm ca diéu phoi
dich vu dam may, OSS/BSS va cac tng dung
duge két néi quan trong. Ngoai ra, phan mém
thong minh c6 thé kiém soat phan ctng ti
nhiéu nha cung cdp véi giao dién lap trinh mé
nhu OpenFlow. Cudi cung, ti bén trong SDN,
cac tng dung va dich vu mang théng minh c¢6
thé chay trong méi trudng phan mém chung.

Mot 1gi thé chinh cia cong nghé SDN 14 kha
ning cho cac nha khai thac mang viét chuong
trinh st dung API ciia SDN va cung c4p cho ting
dung quyén kiém soat hanh vi mang. SDN cho
phép ngusi dung phat trién cac tng dung nhan
biét mang, theo doi théng minh trang thai hoat
dong cia mang va tu dong diéu chinh cdu hinh
mang khi can.

2.1.4. Nhugc diém ctia mang SDN

Theo Dabbagh & cs. (2015), mang SDN c6
thé gip van dé vé do tré. Moi thiét bi duge st
dung trén mang déu chi€m mot khéng gian trén
dé6. Téc d6 tuong tac gitta cac thiét bi va mang
phu thudc vao sb lugng tai nguyén 4o héa. Diéu
nay c6 thé dan dén do tré dang ké.

Hién tai, khong c6 bat ky giao thiic bao mat
tiéu chudn nao cho SDN. Mic du ¢6 mét s6 nha
cung cap dich vu bén tht ba, nhung van con
nhiéu lo ngai vé bao mat. Can c6 nhiéu kién
thiic va chuyén mon dé xt 1y hé théng SDN méi
¢6 thé ngan chin nhiing cudc tin cong 16n.

SDN khéng st dung cac bo dinh tuyén va
thiét bi chuyén mach théng thudng. Do d6, bao
mat di kém véi ching thudng bi han ché. Diéu
nay dan t6i mang dé bi tdn cong hon trude cic
moi de doa bén ngoai.

2.2. An ninh mang SDN

Van dé an ninh, bao méat khéng chi 1a loi
thé& ma cling 14 mot thach thic d6i véi cong nghé
SDN. SDN dugc quan ly va diéu khién théong
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qua bd diéu khién trung tdm, theo ONF
Solution Brief (2013). Hacker c¢6 thé t&n cong
vao b diéu khién va dé dang chi€m quyén diéu
khién toan mang.

Mot thach thic khac v61 SDN d6 1a mac du
no co tén la “duge dinh nghia” nhung né lai thuc
su khéng c6 dinh nghia nao théng nhit va tiéu
chuén chung. Cac nha cung cdp khac nhau dé
xuét cac cach tiép can khac nhau cho SDN, tu
cac mo6 hinh tap trung vao phan cting, nén tang
40 héa cho dén cac thiét k&€ mang va phuong
thiic khong st dung bo diéu khién. C6 rat nhidu
cac thiét k& va dinh huéng khic nhau. Mic du
SDN c6 thé lam viéc véi cac cong nghé va quy
trinh nay, nhung vé ban chat né van la méot
cong nghé riéng biét.

2.3. Nghién cttu cAc phAn mém thuc nghiém

2.3.1. Phan mém ONOS

Phan mém ONOS (Hé diéu hanh mang md)
14 mot nén tdng ma ngudn md dé phat trién cac
tng dung va giai phap diéu khién mang. N6
dugc thiét k& dé dap ting nhu ciu cia cac mang
cta nha cung cap dich vu, né ciing c6 thé dude
ap dung cho mang trung tdm di liéu hodc mang
truong hoc.

Phan mém dudc viét bang Java va cung cap
nén tang tng dung SDN phan tan trén Apache
Karaf OSGi. Hé théng dudc thiét k& dé hoat
dong nhu mot cum cac nut giong hét nhau vé
ngin xép phan mém cua ching va c6 thé chiu
dugc su cd cua cac nut riéng 1é ma khong gay
gidn doan kha ning kiém soat hoat dong mang
cta noé.

Trong khi ONOS cht yéu dua vao cac giao
thtc va mé hinh tiéu chuén, vi du: OpenFlow,
NETCONTF, OpenConfig, kién tric hé théng cta
né khoéng bi rang budc truc tiép véi ching. Thay
vao d6, ONOS cung cap tap hdp cac md hinh va
mo hinh trittu tugng cap cao cua riéng minh, ma
né cung cip API cho cac lap trinh vién tng
dung. Cac mé hinh nay c6 thé duge md rong béi
cac ting dung tai thoi diém chay.

2.3.2. PhAn mém Mininet

Mininet 12 moét cong cu gid 1ap mang, bao
gbdbm tap hop cac hosts ddu cudi, cac bd chuyén


https://vi.ert.wiki/wiki/Open_source
https://vi.ert.wiki/wiki/OSGi

mach (switches), cac by dinh tuyén (routers) va
céc lién két trén mot Linux kernel. Mininet st
dung céng nghé 4o héa (6 miic don gian) dé tao
nén hé théng mang hoan chinh, chay chung trén
cung mot kernel, hé théng va user code.

Cac may chu (host) ao, chuyén mach
(switch), lién két va cac controller trén Mininet
la cac thuc thé dudc gia lap duéi dang phan
mém thay vi phan cting. Trong d6, host Mininet
¢6 thé chay bat ki phdn mém nao da cai trén hé
thong Linux (moi trudng ma Mininet dang
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chay). Cac phin mém nay cé thé gii géi tin
thong cac ethernet interface ctia mininet véi téc
d6 lién két va tré dat trude.

Mininet cho phép tao mang nhanh chéng,
tuy chinh dudc mang, chay dudc caic phan mém
thuc sy nhu web servers, TCP monitoring,
Wireshark; tuy chinh dudc viée chuyén tiép géi
tin. Mininet ciing dé& dang st dung va khong
yéu cAu cdu hinh dic biét gi vé phan cing dé
chay: Mininet c¢6 thé cai trén laptop, server,
VM, cloud (Linux).

Mininet

Hardware Network

SDN App

Emulated Network

Hinh 3. M6 phéng hé thong bang Mininet

_J oNos X | NewTab % | o

€ 5 C A Notsecure | 1721705

7. v 1721706 ¥ 1721707
Devices: 0 Devices: 2 Devices: 1

172.17.0.6

ONOS - Chromium

-} ONOS Summary
Version : 1.1

Devices : 3
Links : 4
Hosts : !
Topology SCCs: 1

-
Intents :
Tunnels :
Flows :
ige Link

Atype:
Aid:

A name :
B type:
Bid:

B name :
B port:

Hinh 4. Mang LAN ao SDN véi 3 controller va 3 switch
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3. KET QUA VA THAO LUAN
3.1. Két qua

3.1.1. Thir nghiém 01 (tao mang SDN &o)
Diing Mininet & m6 phéng cac Switch va
cac host, cac controller thi ding ma ngudén md
ONOS @& mé phéng (Hinh 3).
Xay dung 3 switch két néi véi 3 controller 1an
lugt 1a: 172.17.0.5, 172.17.0.6, 172.17.0.7 (Hinh 4).

Tuy nhién, hién tai cdc may chua thong,
kiém tra lai bang lénh pingall, két qua 1a 100%
dropped tic khong gui dudec cac géi tin
(Hinh 5).

Thuc hién y tudng SDN, trén controller c6
cac phan mém dé tao cac hé théng hoat dong
dugc, tic 1a cac may théng véi nhau. St dung
Reactive Forwarding dé kich hoat va kiém tra
lai (Hinh 6).

Terminal - sdn@onos-tutorial: ~

View Terminal

File Edit

Tabs Help

tw Search By~

APPID

ONOS - Chromium

VERSION

App ID: org
state: INS
Category: Traf
Version:

Hinh 6. Kich hoat hé théng bang Reactive Forwarding
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Terminal Tabs Help

File Edit View

17217.06

Terminal - sdn@onos-tutorial; ~
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ONOS - Chromium

L ONOS Sumr
Version :

Devices :

Links :

Hosts :
Topology S€Cs :

Intents ;
Tunnels :
Flows :

Selected Items

1:  DZDEEEA4T:91:F8/No
2:  IE2D'BCAYISTS/NG

Hinh 8. Hinh anh mang sau khi cac thiét bi trong mang dugc két néi

Kiém tra lai bing 1énh pingall, 0% dropped
tiic toan bd 6 goi tin déu dude chuyén (Hinh 7).

Kiém tra lai cac may hién tai da dudc két
ndi (Hinh 8).

8.1.2. Thir nghiém tao cluster controller

Tao mang LAN 2o gém 3 controller
172.17.0.5, 172.17.0.6, 172.17.0.7, 4 host dugc
két néi véi nhau (Hinh 9).

Tht nghiém tit 1 controller 172.17.0.7 va
kiém tra lai h¢ théng (Hinh 10, 11).

Khi mét controller bi hong hé théng mang
van hoat déng binh thudng nhd vao cum cac
controller. V6i mang SDN c6 1 controller diéu
khién toan mang, néu controller hong thi toan
mang sé hong vi thé thi khi trién khai thuc t& can
1 cum cluster 14 giai phap cin thiét d6 dam bao
hé théng mang hoat dong 6n dinh nhat c6 thé.
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Terminal - sdn@onos-tutorial: -

) onO
Version :

Devices :

Links :

Hosts :
Topology SCCs:

Intents :
Tunnels :
Flows

Hinh 9. Mang LAN SDN 40 gom 3 controller va 4 switch

17217.06

1 ono
Version :

Devices :
Links:

Hosts:
Topology SCCs:

Intents :
Tunnels :
Flows :

Hinh 10. Hinh A&nh mang SDN 4o sau tit 1 controller

3.1.3. Thir nghiém giam sat hé théng mang
Trong mang SDN mdi may tinh c6 thé déng
vai tro controller, viéc giam sat controller trong
mang SDN rat quan trong, néu controler héng
thi mang sé c6 van dé.
Thii nghiém dung t4n cong vao may tinh
nan nhan 192.168.80.138 (Hinh 12).
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Kiém tra Task Manager, lic nay méay nan
nhan lién tuc nhan dugc goi tin cta bén tin
cong, CPU hoat ddng cong suit cao (Hinh 13).

Thi nghiém diing tdn céng, nhadn Stop
flooding, kiém tra lai bén may nan nhan, bét géi
tin nhan thay thua thét hon, rat it goi tin tu
phia tan cong, trang thai CPU hoat dong khong
bi qua tai, chi 6 miic 6-7% (Hinh 14).
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Devices: 2

Terminal - sdn@onos-tutorial: ~

File Edit View Terminal Tabs Help

os-tutorial

Hinh 12. Thit nghiém tan c6ng vao may tinh nan nhan

Trén day la hai cong cu Task manager va
Wireshark c6 sn trén may tinh gitp ching ta
c6 thé kiém tra giadm sat hoat dong cua may
tinh, qua d6 c6 thé chuén doan ciing nhu xi 1y
thich hgp khi hé thong mang c6 van dé.

3.2. Thao luan

Qua cac thi nghiém dugc xay dung trén
trén phan mém Mininet va Onos, nhém nghién
ctiu da c6 thém cai nhin téng quat hon vé cong
nghé mang SDN va cac 16 héng trong bao mat.

Tan cong DoS 6 day dugc dung chung cho
cac kiéu tédn cong tit chéi dich vu nhu DoS,

DDoS, DrDos... Tan cong DoS lam cho thanh
phin diéu khién qua tai trong x 1y géi tin méi,
chiém dung bang théng, giy tran va ngap lut
duong truyén. Ké tan céong gti lién tiép cac géi
tin yéu cau thiét lap ké&t néi gid mao trong thoi
gian kha dung. Trong thsi gian ngén, toan bo
tai nguyén hé thong bi chiém dung dé xu ly goi
tin gid mao, gy té liét hé thong.

Dua trén nhiing nghién ctiu nay, nhém tién
hanh xay dung cac nguyén tic thiét ké mang
SDN va két hgp véi cac giai phap bdo mat toan
dién nhim lam cho mang SDN bao mat tét hon,
an toan hon.
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¥ [E TaskManager

Task
accounts-daemon
acpid
[acpi_thermal_pm]
agetty -noclear tty1 linux
applet.py
[ata_sff]
atd -f
atomix-agent --config /atomix/atomix-1.conf
atomix-agent --config /atomix/atomix-2.conf

atomix-agent --config /atomix/atomix-3.conf

ar rrid ramictrudd e Anaeaa earrinn

Task Manager

Processes: 284

Hinh 18. CPU hoat ddng cong suit cao khi bi tdn cong

Task
accounts-daemon
acpid
[acpi_thermal_pm]
agetty --noclear tty1 linux
appletpy
[ata_sff)
atd -f
atomix-agent —config /atomix/atomix-1.conf
atomix-agent —config /atomix/atomix-2.conf
atomix-agent —config /atomix/atomix-3.conf
at-spi2-registryd —-use-gnome-session
at-spi-bus-launcher
avahi-daemon: chroot helper

Processes: 281 Memory: 83%

fe Capturing from ens33

File Edit View Go Capture Analyze Statistics Telephony W

lam e =" X2 &=

No Time Source Destination
8834. 126.510107840 feB80::adbb:e915:ffa. ff02::c
B834.. 127.570792558 192.168.80.128 192.168.80.2
B834. 130.504342201 feB®::adbb:e915:ffa. TfO2::c
B834. 136.596993663 192.168.88.128 192.168.80.2

8834. 132.118550629 192.168.80.128 192.168.86.2

» Frame B83495: 110 bytes on wiré (880 bits), 110 bytes captur
» Ethernet II, Src: Vmware_89:01:c6 (09:0c:29:89:01:c6), Dst:
» Internet Protocol Version 4, Src: 192.168.80.128, Dst: 192.3

Hinh 14. Trang thai may nan nhin sau khi hét bi tan cong

Trong dé, cac nguyén tic, giai phap thiét ké:

- Nang cao kha nang chiu 16i cta toan
hé théng bing cach st dung nhiéu Controller
(néi cach khac 1a xdy dung mot cluster cua
cac controller).

- D4t thém cac tuong lia chuyén dung cho
cac may controller hoidc server c6 két néi
dén Internet.
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Cac gidi phap bdo mat, nhém dung SDN
controller dé:

- Thiét lap quyén truy cap téi tiing thiét bi
cu thé. Vi du trong hé théng mang cta Khoa
Cong nghé théng tin c6 mot may in dat tai van
phong khoa, ngudi quan tri c6 thé thiét lap dé
chi cAc may tinh ctia nhan vién trong vin phong
hodc ciia ban cht nhiém khoa c6 thé truy cap téi
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may in nay. Viéc kiém soat truy cap c6 thé ap
dung vdéi cac server khac nhu file server, email
server, web server...

- Thiét lap céc quy téc (rule) dé kiém soat
qué trinh truy cap Internet ctia cac may trong
mang ndi bd. Hodc theo chiéu ngugc lai: quan
ly truy cap cua cac may tu Internet vao cac
mang trong mang cuc b, déc biét la cac server
cuc bb.

SDN ngoai ké& thiuia phuong phap bao mat
trong mang truyén théng nhu xay dung co ché
phong chéng nhu tuong ltia Firewall, IPsec,
TLS... con bé sung thém phuong phap nhu xay
dung co ché& du phong trén Controller, nguyén
tdc trong xay dung hé théng mang va cd ché
phuc hoéi.

Cong nghé mang SDN st dung giao thic
OpenFlow da dang phat trién nhanh chéng hién
nay. Véi nhiing uu thé& vugt troéi hon so véi cong
nghé mang truyén théng vé téc do, kha ning mé
rong cua mang SDN gitdp cho quan tri hé théng
trd nén dé quan Iy hon. Chinh vi vay, cong nghé
nay dang dudc cac nha phat trién d6n nhan tich
cuc va htia hen sé 12 mot cong nghé dude su
dung vugt troi trong tuong lai gdn. Qua nghién
ctu khi trién khai thuc t&, nhém tac gia da
nhan thdy c6é nhiing vu diém va nhuge diém
mang SDN nhu sau:

Uu diém va nhuoc diém:

Uu diém:

- Quan tri tap trung: Ngudi quan tri khong
can phai t6i ting thiét bi hoic ting server dé
quan 1y va cdu hinh nhu cach quan ly mang
truyén théng, thay vao d6 ho chi can truy cap
vao giao dién quan tri caa controller 1a c6 thé
cau hinh cho toan bo hé thong mang.

- Kha niang mdé rong linh hoat: Céac chtc
ning cta hé théng mang c6 thé dude thém vao
thong qua viéc lap trinh va cai dit cac géi phan
mém lén controller. Néu so véi thiét bi phan
cling truyén théng trude day thi cac thiét bi nay
khoéng thé mé rong thém chiic nang.

- Cac thiét lap lién quan dén viéc truy cap
¢6 thé duge thuc hién véi ting thiét bi cu thé
trong mang, diéu nay sé ting kha ning bao mat

Nguyén Thij Thao, Tran Vi Ha, Lwong Minh Quan

cua toan hé théng, dong thoi giam luu lugng
mang khoéng cin thiét.

Nhuge diém:

- Vai trd cta controller 12 dic biét quan
trong nén né cing tré thanh diém d& bi tan
cong. Chinh vi thé& viéc st dung cluster gém
nhiéu controller khac nhau 14 can thiét. Trong
phan 3.1.2, nhém tac gia da tao cluster
controller va thi nghiém khi 1 controller bi
héng (nhém da thi ngit 1 controller), ldc nay hé
théng van hoat dong dude 6n dinh.

- Viéc sti dung nhiéu controller sé tén kém
chi phi dau tu va do dé khong phu hdp véi cac
doanh nghiép hoéc don vi nhé. Trong khuon khé
kinh phi c&p phat cho dé tai cap Hoc vién, nhém
chua thé trién khai thuc t& tai khoa do vén dé
kinh phi trién khai thuc t& qua 16n.

- Cong nghé con kha mdéi va lugng khach
hang chua cao nén viéc tim va st dung cic thiét
bi dat tién ciing nhu phin mém con khé khin
(do chua nhiéu don vi cung cap gidi phap cho
SDN). Vi vay, nhém nghién ctiu st dung viéc mo
phdng cac thiét bi va chay tht nghiém bing cac
phan mém Mininet va Onos.

4. KET LUAN

Trong nghién ctu nay, chung toi da tong
quat héa cau triuc ciing nhu cd ché& hoat dong
ciia hai hé théng mang truyén théng va mang
SDN. Dua trén c4u tric cling nhu hoat dong caa
giao thtic OpenFlow va hé thong mang SDN,
nhém dua ra cac giai phap thiét k& van hanh
ciing nhu khéc phuc céac 161, cac 16 hong trong hé
thong mang SDN, dua ra dudc céc 1¢i ich, cac vu
nhugc diém ctia hé théng mang SDN khi trién
khai. Viéc tim ra dudc cac diém yé&u, diém d& bi
tdn cong trong mang SDN, cdc méi nguy hiém
trong mang va cach thiic t4n cong cua cac
hacker gitip nhém nghién ctiu dua ra cac giai
phéap phong chéng trong mang.

Nhém nghién ctiu da tién hanh thi nghiém
mo6 hinh mang SDN trén hé diéu hanh Linux ti
d6 c6 kién thtic thuc t& hon, v& qua trinh xay
dung mang, cic tién trinh chay thi nghiém trén
mo6 hinh. Pay la mo6t cong nghé mang méi con
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dang trong giai doan phat trién va thi nghiém
nén chua duge 4p dung nhiéu trong thuc té.

Nhom da nghién ctu viéc ap dung mang
SDN vao thuc t& tai Khoa Cong nghé théng tin,
Hoc vién Nong nghiép Viét Nam, tuy nhién, viéc
diu tu mot hé théng méi cAn mua thém nhiéu
thiét bi méi. Trong thdi gian t6i, nhém sé tiép
tuc tién hanh trién khai theo huéng ap dung tai
Khoa CNTT trong mot du an mdi.

Chiing téi sé cAn nhiéu nghién ctiu hon niia
va trién khai trén méi truong mang thuc t& dé
danh gia dugce chinh x4c cac méi de doa an ninh
trong mang. Hau hét cac giai phap bao mat con
riéng 1é, mot s6 c6 kha thi nhung cling cé nhiéu
bién phap chua dat dudc két qua nhu mong
mudn. Can c¢6 mot nghién ctu téng thé dé dua
ra moét phuong phap toan dién nham dat két
qua t6t nhat trong bao mat.

LOI CAM ON

Nhém nghién ciiu xin chan thanh cam on
Hoc vién Néng nghiép Viét Nam da tai trg
nghién ctiu nay théng qua dé tai nghién ctu
khoa hoc c4p Hoc vién méa s6 T2020-10-49.
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